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HP Refutes Inaccurate Claims; Clarifies
on Printer Security

PALO ALTO, Calif., Nov. 29, 2011 — HP today issued the following

statement:

Today there has been sensational and inaccurate reporting regarding a
potential security vulnerability with some HP Laserlet printers. No
customer has reported unauthorized access. Speculation regarding
potential for devices to catch fire due to a firmware change is false.

HP Laserlet printers have a hardware element called a “thermal breaker”
that is designed to prevent the fuser from overheating or causing a fire. It

cannot be overcome by a firmware change or this proposed vulnerability.

While HP has identified a potential security vulnerability with some HP
Laserlet printers, no customer has reported unauthorized access. The
specific vulnerability exists for some HP Laser)et devices if placed on a
public internet without a firewall. In a private network, some printers may
be vulnerable it a malicious effort is made to modify the firmware of the
device by a trusted party on the network. In some Linux or Mac
environments, it may be possible for a specially formatted corrupt print
job to trigger a firmware upgrade.

HP is building a firmware upgrade to mitigate this issue and will be
communicating this proactively to customers and partners who may be
impacted. In the meantime, HP reiterates its recommendation to follow
best practices for securing devices by placing printers behind a firewall
and, where possible, disabling remote firmware upload on exposed
printers.

HP will continue to educate customers about security risks and the
features available to address them, and take proactive steps to maintain
the security of devices in the field. HP Imaging and Printing Security
Solutions work directly at the device and on the network to protect
information at rest and in motion, and to prevent unauthorized access.

1/2

News Release

Editorial Contacts

Alison Graves, HP
+1 512 809 6760
alison.graves@hp.com

www.hp.com/go/newsroom



mailto:alison.graves@hp.com�
http://www.hp.com/go/newsroom�

News Release

Additional information is available at www.hp.com/go/secureprinting.

About HP

HP creates new possibilities for technology to have a meaningful impact
on people, businesses, governments and society. The world'’s largest
technology company, HP brings together a portfolio that spans printing,
personal computing, software, services and IT infrastructure to solve
customer problems. More information about HP (NYSE: HPQ) is available
at http://www.hp.com.

This news release contains forward-looking statements that involve risks, uncertainties and
assumptions. If such risks or uncertainties materialize or such assumptions prove incorrect, the results
of HP and its consolidated subsidiaries could differ materially from those expressed or implied by
such forward-looking statements and assumptions. All statements other than statements of historical
fact are statements that could be deemed forward-looking statements, including but not limited to
statements of the plans, strategies and objectives of management for future operations, including
execution of growth strafegies, transformation initiatives and restructuring plans; any statements
concerning expected development, performance or market share relating to products and services;
any statements regarding anticipated operational and financial results; any statements of expectation
or belief; and any statements of assumptions underlying any of the foregoing. Risks, uncertainties and
assumptions include macroeconomic and geopolitical trends and events; the competitive pressures
faced by HP’s businesses; the development and transition of new products and services (and the
enhancement of existing products and services) to meet customer needs and respond to emerging
technological trends; the execution and performance of contracts by HP and its customers, suppliers
and partners; the protection of HP's intellectual property assets, including intellectual property
licensed from third parties; integration and other risks associated with business combination and
investment transactions; the hiring and retention of key employees; expectations and assumptions
relating to the execution and timing of growth strategies, transformation initiatives and restructuring
plans; the resolution of pending investigations, claims and disputes; and other risks that are
described in HP’s Quarterly Report on Form 10-Q for the fiscal quarter ended July 31, 2011 and
HP’s other filings with the Securities and Exchange Commission, including but not limited to HP's
Annual Report on Form 10K for the fiscal year ended October 31, 2010. HP assumes no obligation
and does not intend to update these forward-looking statements.

© 2011 Hewlett-Packard Development Company, L.P. The information contained herein is subject to
change without notice. The only warranties for HP products and services are set forth in the express
warranty statements accompanying such products and services. Nothing herein should be construed
as constituting an additional warranty. HP shall not be liable for technical or editorial errors or
omissions contained herein.

2/2


http://www.hp.com/go/secureprinting�
http://www.hp.com/�

